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Wireless LAN           

When deploying a data and/or speech network in the enterprise there are various
implementation-possibilities, more and more we see a growing interest and demand in
the combined wired – and wireless solutions.
Bare in mind that in most cases the role of a wireless LAN in the enterprise is not to
completely replace the wired infrastructure, merely to extend the network coverage to
allow for in-building and campus communication, creating a mobile networking
environment.

We can see a growing interest for wireless implementations in various vertical
markets i.e. retail, manufacturing, health-care and education.

Some key benefits of deploying a wireless network are:

• Mobility improves productivity and service: Wireless LAN systems can
provide users with access to real-time information anywhere in the organisation.

• Installation speed and simplicity: Installing a wireless network enables you to
go where cables don’t let you, it eliminates the need to pull cables up to the desk.

• Installation flexibility: due to the easy setup, wireless networks enable scalability
and manageability.

• Lower cost of ownership: although initial purchase prices can be higher than the
wired equivalent, the in-time overall cost will be lower, specially in environments
with many add, moves and changes.

• Scalability : wireless  networks can be deployed in various topologies and are
easily changed.

We can see clearly that many vendors are jumping on the wireless boat, going to
market with all kinds of wireless devices I.e. laptops, PDA’s (Personal Digital
Assistant) , wireless phones…, each supporting a certain standard for wireless access ,
where Bluetooth, 802.11 b/a are the mayor supported standards in the wireless
business- market.
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We will look at the following technologies developed for business environment use:

⇒ BLUETOOTH
⇒ IEEE 802.11

The wireless technologies more in depth.

1) Bluetooth :

What is it?

Bluetooth wireless technology is a specification 
for small-form factor, low-cost, short range radio-
links between mobile PCs, mobile phones and other 
portable devices.  More and more you will find  devices
 like PDA’s, laptops, GSM’s with standard integrated 
Bluetooth chips enabling the wireless interconnection
 within a range of 10 meters.

Technology:

Bluetooth works in the licence-free 2.4Ghz frequency band, which is the same
working-frequency as the 802.11b., causing possible interference with 802.11 devices.
It has a limited bandwidth of 1Mbps  ( 2 Mbps in 2nd generation), meaning this
technology is perfect for synchronising devices or relative slow data transmission.

Security:

Bluetooth wireless technology has built-in sufficient encryption and authentication
and is thus very secure in any environment. In addition a frequency-hopping scheme
with 1600 hops/sec is employed. All of this, together with an automatic output power
adaption to reduce the range exactly to requirement, makes the system extremely
difficult to eavesdrop
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Interference with 802.11b technology:

→  Specialists say :

Because of a high demand for both wireless PANs and LANs, it's important that
Bluetooth and 802.11 coexist in close proximity. A current problem, though, is that
the two standards operate in the same 2.4 GHz unlicensed radio band and equally use
frequency hopping modulation. This commonality poses a strong potential for radio
frequency interference.
Interference happens when Bluetooth and 802.11 devices transmit at the same time
near each other.
 This causes a destruction of data bits, prompting the system to retransmit entire data
packets. As a result, the interference lowers throughput of the system and presents
sluggish performance to end users.
The likelihood is that Bluetooth products will likely jam the operation of 802.11, not
the other way around. The reason is that Bluetooth hops through frequencies 600
times faster than 802.11. While an 802.11 device is transmitting on a particular
frequency, a nearby Bluetooth product will most likely interfere with the 802.11
transmission many times before the 802.11 device hops to the next frequency. This
barrage of radio signals emanating from Bluetooth products could seriously degrade
the operation of an 802.11 network. Currently available products have interference
robustness functionality, largely eliminating the interference issues.

Actions being taken to reduce interference:

The IEEE has recently taken a positive step forward by forming the 802.15
coexistence Task Group 2. This group is developing recommended practices for
coexistence of wireless PANs that operate in the 2.4 GHz frequency spectrum, and
they've done preliminary analysis of the interference potential between 802.11 and
Bluetooth. A probable solution is to avoid a bluetooth and 802.11 device transmitting
at the same time, this solution will hopefully happen in firmware, and not in hardware
replacement. 
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2) IEEE 802.11

The IEEE 802.11 became a standard in July 1997, for this standard two RF
technologies existed:

• Frequency Hopping Spread Spectrum ( FHSS), enabling speeds of 1Mbps
to 2 Mbps.

• Direct Sequence Spread Spectrum ( DSSS), enabling speeds of 2Mbps to
11Mbps.

FHSS was invented first. It changes the frequency of a transmission at regular
intervals. For FHSS to be used successfully, the receiver must know the frequency-
hopping pattern so that it can interpret the transmission.

 DSSS came along later. Unlike frequency hopping, DSSS generates a redundant bit-
pattern for each bit being transmitted. This bit-pattern is called a chip or chipping
code. 
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WLAN Architecture:

When looking at the architecture of a 802.11 enabled wireless LAN, we can
distinguish four basic building-blocks.

Access points
Wireless NIC cards
Wired infrastructure
Mobile devices

Access points are bridges that enable the wireless users to connect to the wired LAN
infrastructure. They transmit and receive the radio signals and convert them into
frames suitable for transport over the wired LAN (e.i. Ethernet, token ring).
A wireless network could be deployed without the connection to the wired LAN, only
enabling communication between various wireless users, it is however beneficial that
the wireless users can access the same servers and content as their wired colleagues.
To enable ideal working of the wireless infrastructure, the Access Points should be
connected up via a switch, and not via a hub. 
A switch has the benefit of being more scalable and manageable than a hub, creating
individual collision domains per port and enabling prioritisation and some degree of
QOS via frame tagging.

To be able to communicate with the AP (Access points) the mobile devices should be
equipped with wireless NIC cards which act as transmitter/receiver for the radio
signals. Mobile users connect up to the wireless network after authentication and
login, you can already imagine that security is a big issue in the wireless world, many
research is still conducted in this area , enabling secure data transmission and keeping
unauthorised users of the network.

Switch

Ethernet

AP

Wireless device + radio card
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802.11b

Further evolution of the 802.11 standard lead to the 802.11b standard, also called 
Wi-Fi.
This standard was ratified on 1 September 1999 ; and only uses the DSSS technology
enabling speeds up to 11Mbps.

The 802.11b standard provides in

→  Security ( WEP)
→  Performance ( up to11Mbps)
→  Interoperability( Wi-Fi)

Range:

When implementing a Wireless LAN there are some general theoretical values,
but a lot depends on the surrounding area. It needs no explanation that radio signals
carry further in an open area, then when operating in a warehouse with metal
shelves…
In some cases the range can be as low as 100 feet, what we do see is that when the
signal starts fading, the transmission-speed decreases in stead of cutting of the
transmission completely. In the near proximity of the antenna  (<100 feet) you could
have the full 11Mbps, but going over to 5.5Mbps and 2Mbps to 1Mbps when you
walk further away from the AP.
For ideal covering it is therefore useful to do a site-survey in advance to determine
how many AP’s are needed for optimal coverage! 

Bandwidth / Range :

11Mbps – DSSS
0 - 100 feet

5.5 Mbps - DSSS
100 – 130 feet

2Mbps - DSSS
130 - 200 feet
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Performance:

The 802.11b standard uses CSMA/CA (Carrier Sense Multiple Access / Collision
Avoidance), which uses the Request To Send / Clear To Send (RTS/CTS) protocol, it
also employs back-off algorithms.
All this means that the true throughput is substantially lower than the expected
11Mbps.
Also bare in mind that the wireless part of the AP is a shared medium, meaning that
the available bandwidth will be shared among the connected users employing the
same frequency, thus analogue principle as with a hub in the wired network.

Security:

WEP : Wired Equivalent Protection

Because we’re dealing with over the air communication, you can understand that this
kind of transmission-media is much more vulnerable to eavesdropping than the wired
network.
To implement security, it’s possible to enable authentication and encryption in the
AP’s and radios, using WEP. 
At the  base of the  WEP we find a 64bit or 128bit encryption-key which makes use of
the RC4 cipher technology. Goal is to scramble the transmitted data, making it
unreadable for non-authorised users.
In practice however, enabling WEP isn’t that secure at all and breaking the key has
already been proven several times. 
For security issues it is therefore recommended to use VPN’s , IPsec or Radius.
We can also see that various wireless vendors are implementing proprietary security
measures, which do not support vendor-interoperability.
The IEEE 802.11 workgroup started further investigation and design to cope with this
problem.

Driving the market: 

When talking about standards and
interoperability you will encounter the
WECA , the Wireless Ethernet
Compatibility Alliance, their mission is
to certify interoperability of Wireless
LAN products.
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Wi-fi is the trademarked name the WECA uses to signify WLAN product
interoperability.

Interoperability enables a broader application area for wireless technology, for
example if you purchase an 802.11b radio for your portable computer, you could take
it with you and connect to the internet at any AP-equipped airport, hotel, congress
centre, even in coffee-shops on the corner.
Many notebook-vendors are integrating 802.11b radios in their new PC-models,
already making them WLAN ready.

What’s next ?

802.11a:

This standard lets wireless LANs achieve speeds up to 54Mbps, enabling smoother
and faster access to the network.
With the current bit-rate technologies (DSSS / FHSS) we reach a ceiling of 11Mbps to
20Mbps, to reach higher bit-rates, 802.11a uses a new technology called OFDM
(Orthogonal Frequency Division Multiplexing).
The standard works in the licence-free 5Ghz frequency band, which automatically
solves the problem of Bluetooth (2.4Ghz) radio-interference.
Working on the 5Ghz band also has it’s disadvantages, implementing a 5Ghz wireless
LAN would need up to 3 or 4 times more AP’s than when deploying a 2,4Ghz
network, and this due to the higher frequency / shorter radio waves.

802.11g:

Another wireless IEEE standard that was ratified in Europe in 11/2001. Working in
the 2.4Ghz ISM (Industry Science & Medical) frequency range, this new standard
shares some working frequency as the already existing 802.11b standard. The
difference between these two standards is that the 802.11g promises data-throughput-
rates up to 54Mbps, there where the 802.11b standard only delivers a mere 11Mbps.
It is yet uncertain to say when manufacturers will start shipping equipment based on
the 802.11g technology, market analyses predict a slow start in shipment beginning in
Q4/2002.
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Public WAN wireless networks
(2G-3G)

GSM 9.6Kbps 900 - 1800 Mhz
Global System for Mobile communication
(circuit switched technology)

GPRS 115Kbps
General Packet Radio Service
(packet switched technology )

EDGE 384kbps
Enhanced Data GSM Environment

UMTS 2Mbps (theory)
Universal Mobile Telecommunications System
(packet switched technology enabling voice, video & data)

Glossary

IEEE : Institute of Electrical and Electronics Engineers :the world's largest technical
professional society -- promoting the development and application of electro-
technology and allied sciences.

ETSI : The European Telecommunications Standards Institute (ETSI) is a non-profit
organisation that establishes telecommunications standards for Europe. 

WECA : Wireless Ethernet Compatibility Association : mission is to certify
interoperability of Wi-Fi™ (IEEE 802.11) products and to promote Wi-Fi™ as the
global wireless LAN standard across all market segments.

Wi-Fi : Wireless Fidelity : trademarked name that the WECA uses to signify WLAN
product interoperability.

FCC : Federal Communications Commission.

WEP : Wired Equivalent Protection.

CSMA/CA : Carrier Sense Multiple Access / Collision Avoidance
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